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Preface

The contemporary legal order in India is being reshaped by rapid tech-
nological change, evolving constitutional interpretation, new forms of
economic activity, environmental pressures, and renewed demands for
dignity, accountability, and social justice. These developments require
legal scholarship to do more than describe statutory provisions. It must
examine how law operates in practice, identify gaps between legislative
promise and institutional implementation, and propose reforms suited
to emerging realities.
This edited volume, The Changing Landscape of Indian Law: Con-

temporary Issues and Enforcement Mechanisms, brings together thir-
teen scholarly contributions addressing significant questions in consti-
tutional law, digital governance, criminal justice, labour welfare, en-
vironmental protection, intellectual property, competition law, land ac-
quisition, religious endowments, animal welfare, e-commerce, and judi-
cial administration. Although the chapters arise from distinct areas of
legal inquiry, they share a central concern: how Indian law can respond
effectively to social and technological transformation while remaining
faithful to constitutional values.
The volume is intentionally interdisciplinary and policy-oriented.

Its contributors analyse legislation, judicial decisions, administrative
structures, comparative practices, and emerging regulatory challenges.
The discussions move beyond doctrinal exposition to consider enforce-
ment, institutional capacity, public accountability, access to justice,
and the lived consequences of law. This approach makes the collection
relevant to students, teachers, researchers, advocates, judges, policy-
makers, administrators, and all readers interested in the continuing
development of Indian legal institutions.
We are grateful to every contributor for the scholarship, care, and

critical reflection invested in this work. We also acknowledge the aca-
demic environment of CMR University School of Legal Studies, Ben-
galuru, which has encouraged sustained engagement with contempo-
rary legal questions. It is our hope that this volume will stimulate
further research, informed discussion, and constructive legal reform.
/newpage
The law remains a living institution. Its strength lies not only in conti-

nuity but also in its capacity to respond to change without surrendering
the foundational commitments of justice, liberty, equality, dignity, and
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the rule of law. This book is offered as a contribution to that continuing
intellectual and institutional endeavour.

Prof. (Dr.) T. R. Subramanya
Dr. Vidya Selvamony, Advocate

ii



Acknowledgement

This edited volume is the result of sustained scholarly engagement,
institutional encouragement, and the collective commitment of its
contributors. We express our sincere gratitude to every author whose
research and critical insight have shaped this work. We acknowledge
the academic support of CMR University School of Legal Studies,
Bengaluru, and thank colleagues, reviewers, administrators, and well-
wishers who assisted in the editorial and publication process. We are
grateful to Jupiter Publications Consortium and its imprint, Magestic
Technology Solutions (P) Ltd., for bringing the volume into publication
with care and professionalism. Finally, we thank our families and
readers, whose encouragement gives purpose to academic inquiry.

Prof. (Dr.) T. R. Subramanya
Dr. Vidya Selvamony, Advocate

iii



Glossary

Algorithmic governance
Use of automated and data-driven systems in public administra-
tion and decision-making.

Constitutional environmentalism
Interpretation and application of constitutional principles to en-
vironmental protection and sustainable governance.

Digital footprint
A durable electronic record created through a person’s or institu-
tion’s digital activity.

Digital judiciary
Court administration and justice delivery supported by electronic
filing, databases, virtual hearings, and related technologies.

Dilution
Weakening of the distinctiveness or reputation of a well-known
trademark even without consumer confusion.

Domestic worker
A person engaged to perform household work within an employ-
ment relationship.

E-commerce
Commercial exchange of goods, services, or information through
electronic networks.

Eminent domain
The State’s authority to acquire private property for a legally
recognised public purpose, subject to applicable safeguards.

Euthanasia
Intentional medical intervention to end life in order to relieve suf-
fering, classified in law by consent and method.

Judicial accountability
Institutional and ethical mechanisms through which judicial
power remains answerable to law and the public.

Predatory pricing
Pricing below an appropriate measure of cost with the object or
effect of eliminating competition.
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Public purpose
A legally recognised community or governmental objective in-
voked to justify public action such as land acquisition.

Rehabilitation
Measures designed to prepare an offender or prisoner for con-
structive reintegration into society.

Terrorism
Use or threat of serious violence intended to intimidate a popula-
tion or compel governmental or institutional action.

Trademark infringement
Unauthorised use of a mark in a manner prohibited by trademark
law, commonly involving likelihood of confusion.

Waqf
Permanent dedication of property under Islamic law for religious,
charitable, or pious purposes.

v



Editors’ Profiles

Prof. (Dr.) T. R. Subramanya is Dean of CMR University School
of Legal Studies, Bengaluru. His distinguished career includes service
as Vice-Chancellor of Karnataka State Law University, senior academic
and administrative roles at Bangalore University and the West Bengal
National University of Juridical Sciences, and international service as
Legal Counsellor to the Kingdom of Bahrain. He has contributed exten-
sively to international law, legal education, institutional development,
research supervision, and scholarly publishing.

Dr. Vidya Selvamony, Advocate is a legal scholar and Visiting Faculty
at CMR University School of Legal Studies, Bengaluru, with more than
twenty-five years of experience. She is Managing Trustee of Legal Aid
Trust and works in legal literacy, constitutional awareness, accessible
legal aid, workplace dignity, child rights, and social reform. She is also
a certified trainer and External Member of Internal Committees under
the Sexual Harassment of Women at Workplace legislation.

vi



List of Abbreviations

AI Artificial Intelligence
CCI Competition Commission of India
DBT Direct Benefit Transfer
DPDP Digital Personal Data Protection
EPIC Electoral Photo Identity Card
IT Information Technology
LL.M. Master of Laws
NJDG National Judicial Data Grid
PAN Permanent Account Number
RFCTLARR Right to Fair Compensation and Transparency in

Land Acquisition, Rehabilitation and Resettlement
SUVAS Supreme Court Vidhik Anuvaad Software
SUPACE Supreme Court Portal for Assistance in Court’s Effi-

ciency
UAPA Unlawful Activities (Prevention) Act
UK United Kingdom
UN United Nations
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How to Use This Edited Book

This volume may be read sequentially as a study of the changing land-
scape of Indian law or selectively according to a reader’s field of in-
terest. Each chapter begins with its central research concern and pro-
ceeds through statutory, constitutional, judicial, comparative, or policy
analysis. Readers should consult the abstract for orientation, use sec-
tion headings to follow the argument, and refer to the chapter-specific
references for deeper research. Cross-reading is encouraged: digital
governance chapters illuminate questions of accountability and privacy;
social-justice chapters connect dignity with labour, prisons, land, and
health; and regulatory chapters reveal the interaction between mar-
kets, institutions, and constitutional values. The glossary and list of
abbreviations provide quick assistance with recurring concepts.
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Introduction

INTRODUCTION
The history of law is, in many respects, the history of civilization it-

self. Legal systems emerge, evolve, and transform in response to the
changing needs of society, reflecting the political, economic, cultural,
and technological conditions of their time. From the earliest custom-
ary practices to sophisticated constitutional democracies, law has func-
tioned as both a mirror of society and an instrument for its transfor-
mation. In constitutional democracies such as India, the significance
of law extends beyond regulation and dispute resolution; it serves as a
mechanism for securing justice, preserving liberty, ensuring account-
ability, and facilitating social and economic progress.
The Indian legal system occupies a unique position among theworld's

legal traditions. It is a product of multiple historical influences ancient
indigenous legal philosophies, colonial legal institutions, constitutional-
ism, and international legal developments. At the time of Independence
in 1947, India inherited a legal framework largely designed to serve the
administrative interests of a colonial state. The adoption of the Consti-
tution of India on 26 January 1950 fundamentally altered this trajectory.
The Constitution did not merely establish institutions of governance; it
articulated an ambitious vision of political democracy, social justice,
economic equality, and individual freedom.
Over the past seventy-five years, Indian law has evolved through suc-

cessive phases of constitutional and institutional development. The first
decades following Independence were characterized by nation-building
efforts, agrarian reforms, and the expansion of welfare legislation. The
subsequent period witnessed the growth of public interest litigation,
the emergence of judicial activism, and the increasing recognition of
socio-economic rights. Economic liberalization in 1991 introduced
new dimensions to legal governance, compelling the State to regulate
markets, foreign investment, competition, and globalization. More
recently, the digital revolution has ushered in a new era of governance
defined by artificial intelligence, data-driven decision-making, online
dispute resolution, virtual courts, and digital citizenship.
Each of these developments has significantly altered the nature of

legal discourse in India. Contemporary legal scholarship is therefore
confronted with an important question: How can legal institutions re-
main responsive to rapidly changing social realities while preserving
the constitutional values that define the Republic? The answer lies in
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recognizing that law is neither static nor self-executing. It is a living
institution that continuously negotiates the relationship between the
State and the individual, rights and responsibilities, liberty and secu-
rity, innovation and regulation.
The twenty-first century has introduced challenges that were

scarcely imaginable to earlier generations of lawmakers. Questions
concerning digital privacy, algorithmic governance, cybercrime, arti-
ficial intelligence, climate change, biotechnology, transnational com-
merce, and platform economies have fundamentally transformed the
legal landscape. Simultaneously, longstanding concerns relating to
poverty, social exclusion, labour exploitation, gender inequality, ac-
cess to justice, and institutional accountability continue to demand
sustained legal attention. Consequently, contemporary law operates
within a complex environment where traditional legal principles must
be reconciled with emerging realities.
India's constitutional framework has played a central role in navi-

gating these transformations. The Constitution has repeatedly demon-
strated its resilience and adaptability, allowing courts and legislatures
to respond to changing societal needs without compromising founda-
tional principles. Fundamental Rights under Part III, the Directive Prin-
ciples of State Policy under Part IV, and the Fundamental Duties under
Part IVA collectively provide a normative framework that influences ev-
ery branch of law. Judicial interpretation has further expanded constitu-
tional protections, transforming Article 21 from a guarantee against ar-
bitrary deprivation of life into a source of numerous substantive rights,
including the rights to privacy, education, livelihood, health, and a
clean environment.
The constitutionalization of legal governance constitutes one of the

defining features of contemporary Indian law. Constitutional values in-
creasingly permeate fields traditionally regarded as distinct from pub-
lic law. Environmental jurisprudence is informed by principles of in-
tergenerational equity and sustainable development. Labour law in-
corporates concerns relating to dignity and social justice. Competition
law engages with questions of fairness and market access. Digital gov-
ernance raises issues of privacy and informational autonomy. Prison
administration is evaluated through the lens of human dignity and re-
habilitation. Consequently, the boundaries between constitutional law
and specialized legal disciplines have become progressively blurred.
Equally significant has been the emergence of the regulatory State.

Modern governance demands specialized institutions capable of ad-
dressing increasingly complex legal and economic issues. Regulatory
bodies such as the Competition Commission of India, National Green
Tribunal, Securities and Exchange Board of India, Data Protection
Board, and various sector-specific authorities have assumed a promi-
nent role in shaping legal outcomes. Their growing influence highlights
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an important reality of contemporary governance: the effectiveness
of law depends as much upon institutional design and enforcement
mechanisms as it does upon legislative drafting.
Enforcement remains one of the most persistent challenges con-

fronting legal systems across the world. A legal right without an
effective remedy risks becoming merely aspirational. Indian legal
history provides numerous examples where progressive legislation
has struggled to achieve its intended objectives due to institutional
limitations, inadequate resources, procedural inefficiencies, or imple-
mentation deficits. The gap between law in books and law in action
continues to influence debates concerning access to justice, judicial
delays, regulatory effectiveness, and administrative accountability.
Technological developments have further complicated this relation-

ship between law and enforcement. Digital technologies simultane-
ously enhance and challenge governance. Electronic courts improve
access to justice while raising concerns regarding digital exclusion. Ar-
tificial intelligence increases administrative efficiency but generates
questions concerning transparency, bias, and accountability. Digital
identities facilitate welfare delivery while creating risks associated with
surveillance and informational concentration. The law is therefore in-
creasingly required to mediate not merely human relationships, but
also the relationship between individuals and technological systems.
Another defining characteristic of contemporary Indian law is its in-

creasing engagement with global legal developments. Climate change,
cybersecurity, terrorism, migration, international trade, and data gov-
ernance transcend national boundaries and require coordinated legal
responses. Indian courts and legislatures frequently engage with com-
parative jurisprudence, international conventions, and transnational
regulatory practices. This interaction has enriched domestic legal dis-
course while simultaneously raising questions concerning sovereignty,
constitutional identity, and the localization of international norms.
Against this backdrop, The Changing Landscape of Indian Law: Con-

temporary Issues and Enforcement Mechanisms seeks to examine the
evolving contours of Indian legal governance through an interdisci-
plinary and contemporary lens. This volume brings together contribu-
tions from distinguished academicians, practitioners, and emerging
scholars who critically engage with some of the most pressing legal
issues confronting India today.
The diversity of subjects represented in this collection reflects the

breadth and complexity of modern legal scholarship. The volume
examines counterterrorism strategies through criminological frame-
works and preventive approaches; constitutional environmentalism as
a means of promoting sustainable citizenship; digital footprints and
judicial accountability within the justice delivery system; constitutional
limits on India's emerging data state; the legal status and protection
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of women domestic workers; reforms introduced through the Waqf
(Amendment) Act, 2025; comparative perspectives on animal welfare;
evolving judicial approaches to euthanasia; changing paradigms in
land acquisition law; rehabilitation-oriented prison administration;
competition law challenges in digital markets; trademark protection
in the context of infringement and dilution; and the rapidly develop-
ing field of e-commerce regulation. Together, these chapters offer a
panoramic view of contemporary Indian law and its engagement with
questions of governance, rights, regulation, and institutional reform.
A common thread uniting these diverse contributions is the recog-

nition that law today functions not merely as a mechanism of social
control but as an instrument of transformation. Modern legal systems
are increasingly expected to prevent harm rather than merely respond
to it, to promote inclusion rather than merely regulate conduct, and to
ensure accountability rather than merely establish authority. This tran-
sition from a reactive to a proactive model of governance is evident
across virtually every field of law examined in this volume.
Furthermore, the contributors demonstrate the growing importance

of interdisciplinary methodologies in legal research. Contemporary le-
gal problems cannot be understood solely through doctrinal analysis.
Effective engagement with issues such as artificial intelligence, envi-
ronmental governance, terrorism, public health, and digital markets
requires insights from economics, sociology, political science, technol-
ogy studies, criminology, and public policy. The future of legal schol-
arship will depend upon its capacity to embrace this interdisciplinary
reality.
This volume is intended to serve as a resource for multiple audi-

ences. It seeks to contribute to academic discourse by encouraging
critical engagement with emerging legal developments. It aims to as-
sist judges, advocates, and policymakers by offering doctrinal and com-
parative perspectives on contemporary legal challenges. It aspires to
guide students and researchers in understanding the increasingly in-
terconnected nature of legal governance in the twenty-first century.
The changing landscape of Indian law is ultimately a reflection of a

broader constitutional journey. It is a journey characterized by adap-
tation without abandonment, innovation without constitutional compro-
mise, and progress without the erosion of fundamental values. As India
continues to navigate the opportunities and challenges of an increas-
ingly interconnected world, the role of law will remain indispensable in
ensuring that development proceeds in a manner consistent with jus-
tice, accountability, and human dignity.
It is hoped that this volume will not only document the legal trans-

formations of the present but also contribute to the conversations that
will shape the future of Indian law. In doing so, it reaffirms a simple
yet enduring truth: that the strength of a constitutional democracy lies
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not merely in the laws it enacts, but in its continuing commitment to
uphold the values that give those laws their meaning.
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Abstract
Undoubtedly, terrorism, has become a relentless and pervasive threat
with violent incidents occurring almost every day across the globe. In
response to this persistent threat, counterterrorism strategies ranging
from military interventions to intelligence-led operations and legal
frameworks have been adopted. Prevailing counterterrorism strate-
gies, are heavily reliant on military and other reactive non-kinetic
responses. However, to what extent are these counterterrorism strate-
gies adequate in addressing the intricate causative forces of terrorism
is a pressing question that remains ignored. A deeper exploration re-
veals terrorism not merely as a security threat but as a complex social
phenomenon driven by structural, situational and individual forces.
Moving beyond monocausal explanations, terrorism must be seen as a
dynamic outcome of interacting forces like structural grievances, proxi-
mate triggers and individual predispositions, amplified by accelerators
and tempered by decelerators. Addressing terrorism holistically re-
quires a paradigm shift from retaliation to resilience, from containment
to comprehensive prevention. Incorporating criminological insights
into policy-making, fostering inclusive governance, safeguarding civil
liberties, amplifying counter-narratives and building early-warning
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systems are critical to dismantling ideologies and other conditions
catalysing terrorism. Sustainable peace can only emanate from strate-
gies that confront and address the roots of terrorism and strengthen
the social fabric against future cycles of terror.

1.1 Introduction
Terrorism, undoubtedly has become a relentless and pervasive threat
with violent incidents occurring almost every day across the globe,
shaking the established foundations of peace and security. No region
is immune to its devastating impact, as terrorist groups continue to
launch attacks with alarming regularity. In response to this persis-
tent threat of terrorism, governments and international organizations
have heavily relied on a range of counterterrorism strategies includ-
ing military interventions, intelligence-led operations and regulatory
measures.
A crucial question that often remains blatantly ignored is: To what

extent are the contemporary counterterrorism strategies, particularly,
military and retaliatory measures adequate in addressing the root
causes of terrorism and how can they be effectively complemented by
preventive and criminologically informed responses?
A comprehensive addressal of this question requires a preliminary

survey of the predominant scholarly definitions of terrorism and the
obstacles faced by scholars in devising a universally accepted definition.
Consequently, the article proposes a working comprehensive definition
of terrorism. With the definitional issue addressed, the article turns
to its central analysis: an examination of the root causes of terrorism
through the lens of leading causal frameworks devised by Campos and
Gassebner, Coccia, Shmuel Bar, Gurr, Knustson, Martha Crenshaw, Alex
Schmid and Sirseloudi. It is however lamentable to note that these
causal frameworks underexplore how the various drivers of terrorism
interact dynamically over time, how they reinforce or neutralize one
another and how terrorist movements themselves adapt in response to
shifting environments. To fill this gap, the article proposes a Terrorism
System Dynamics framework that reconceives terrorism as an outcome
of interlocking and evolving forces rather than as a consequence of
isolated variables.
The article then crucially evaluates if the presumably indispensable

military and legal enforcement strategies reflect an understanding of
the root causes that sustain terrorism over time and provide for their
meaningful redress. The undertaken evaluation highlights that the le-
gal counterterrorism frameworks and the various military and preven-
tive strategies employed often operate within a reactive paradigm, pe-
nalizing acts of terror rather than interrogating their root causes. Thus,
the article concludes with actionable, evidence-based policy recommen-
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dations reflecting a nuanced understanding of terrorism’s multifaceted
causation.

1.2 Defining Terrorism: A Multifaceted Chal-
lenge

1.2.1 The Origin And Transformation Of The Term
“Terrorism”

Acts of terrorism have frequently captured global headlines, affecting
nearly every part of the world. Yet, the international community lacks
a universally accepted definition of terrorism (Saul 2006). Etymologi-
cally, the word ‘terror’ has Latin origins to the word ‘terrere’, but simi-
lar terms can be found in other languages, such as Sanskrit and Russian,
all implying fear or trembling (Schmid 2023). The suffix ‘-ism’ in ter-
rorism is often associated with systematic behaviour. The use of term
‘terrorism’ dates back to 1793, during the French Revolution, when the
revolutionary government, under threat from aristocrats and foreign
powers, used terror as a tool to maintain control (Wurth 1941). The Na-
tional Convention, led by the Jacobins, declared that terror would be
an official legitimate policy to suppress royal sympathizers, leading to
mass arrests and executions during what became known as the Reign
of Terror (Jaggar 2005). However, when revolutionaries themselves be-
gan to fear for their lives under the Reign of Terror of the Committee of
Public Safety of which Maximilien Robespierre was the most prominent
member, they accused Robespierre of ‘terrorism’ since they could not
accuse him of ‘terror’, a policy that they had legitimized the use of. Ter-
rorism first described the unlawful abuse of power during the French
Revolution and the terminology rapidly spread across Europe by 1795
(Schmid 1984; Jaggar 2005). Hence, the term ‘terrorism’ was initially
tied to the misuse of political authority through violence and fear.
Overtime, themeaning of terrorism shifted from state-sponsored acts

to acts of non-state actors. By the 19th century, terrorism evolved, with
bombs replacing guillotines, and anarchists using violence to attract
public attention through mass media, often called propaganda by the
deed (Schmid 2004). Since then, the concept of terrorism has grown
more complex, intersecting individual and collective action, rational
and emotional motives and conventional and unconventional tactics.
Such complexity has contributed to the ongoing challenge of reaching
a generally accepted definition of terrorism.

1.2.2 Reasons Behind Challenge For Establishing A
Definition Of Terrorism

The challenge of establishing a functional and a legal definition of ter-
rorism, has been articulated best by Schmid (2004) who assigned four
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reasons. First, the concept of terrorism is contested, with varying in-
terpretations arising from political, legal and social viewpoints. Sec-
ond, the challenge of defining terrorism is often intertwined with the
legitimacy or criminal status of the individuals or groups labelled as ter-
rorists, as governments may classify certain organizations as criminal,
enabling actions such as asset freezes or arrests. Third, the wide range
of terrorism typologies makes the formulation of a definition more com-
plex. Lastly, the term’s meaning has transformed significantly over its
more than 200-year history beginning with its association with state
terror during the French Revolution and evolving to encompass acts
of political violence against the state, reflecting a shift in methods and
targets of terrorism (Bakker & Zuijdewijn 2022).

1.2.3 Differing Perspectives On The Feasibility Of Es-
tablishing A Definition For Terrorism

Given the complexities, different perspectives on the feasibility of es-
tablishing an objective and universally accepted definition of terrorism
have been explored (Ganor 2002). Scholars of one school of thought
argue that a universally recognized and impartial definition of terror-
ism is unlikely to be reached since the label of ‘terrorist’ is inherently
subjective, captured succinctly in the words ‘one man’s terrorist is an-
other man’s freedom fighter’ (Lacquer 1987). Hence, the question of
who is a terrorist, according to this school of thought depends entirely
on the subjective outlook of the definer. Consequently, a definition is
not of much necessity or utility in the international fight against terror-
ism. Meanwhile, researchers of a contrasting school of thought argue
that while a definition of terrorism is essential, it should align with their
political objectives (Crenshaw 1995). As a result, nations that support
terrorist organizations often seek to influence the international com-
munity’s definition to exclude the groups they back, thereby freeing
themselves from accountability and responsibility for their actions.

Ganor (2002) did not agree with both these perspectives and stressed
on the achievability and significance of a clear and impartial definition
of terrorism for any meaningful effort to combat terrorism. Further-
more, he outlined numerous reasons explaining why a common under-
standing of what constitutes terrorism is crucial. First, crafting an ef-
fective international strategy necessitates a consensus on what consti-
tutes terrorism. Second, without a common definition, international
counterterrorism efforts are unlikely to yield material results. Third,
the absence of a definition makes it impossible to formulate interna-
tional agreements aimed at combating terrorism. A clear definition will
serve as a foundational tool to enhance the international community’s
capacity to address terrorism, to facilitate the creation of legislations
and specific penalties for individuals involved in terrorist activities. It
will also aid in establishing a comprehensive legal framework targeting
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terrorist organisations, states that sponsor terrorism and businesses en-
gaging with them. Most importantly, international agreements laying
down a definition of terrorism form the basis for demanding that all na-
tions withhold their support to terrorist organizations and act against
terrorists, even when they agree with and support the terrorists’ goals.
Additionally, a solid definition will hinder terrorist groups’ efforts to
gain public acceptance, diminishing support from those segments of the
society that might otherwise assist them. Fourthly, having a clear def-
inition may encourage terrorist groups to reconsider their strategies,
potentially leading them to adopt alternative methods such as guerrilla
warfare, to achieve their objectives thereby reducing the prevalence of
international terrorism.

1.2.4 A Suggestive Definition Of Terrorism
Acknowledging the significance of formulating a definition for terror-
ism, over 260 definitions have been proposed by various scholars in-
cluding Schmid (2011), Lacquer (1987), Ganor (2002), Jaggar (2005),
Saul (2006) among others (Easson & Schmid 2011). A suggestive com-
prehensive definition that aligns with the essence of these academic
contributions could be as follows:

“Terrorism refers to the deliberate use or threat of violence by non-
state actors, primarily targeting civilians or non-combatants, with the
intent to create fear or terror. These acts are carried out to achieve po-
litical, ideological, religious or ethnic objectives, typically through the
intimidation or coercion of governments, groups, or individuals. Ter-
rorism is characterized by its indiscriminate nature, disregard for legal
and moral boundaries, and its psychological or destabilizing effects on
broader society. Its primary aim is to manipulate or demoralize a pop-
ulation or authority, compelling them to act in accordance with the ter-
rorist’s objectives, often through sustained violence or threats of future
attacks”.
An important aspect of this definition is the exclusion of state actors,

based on the view that sovereign states cannot be held responsible for
acts of terrorism (Schmid 2004). This concept is reinforced by interna-
tional conventions, such as the 1949 Geneva Convention (Relative to
the Protection of Civilian Persons in Times of War), which defines de-
liberate attacks on civilians by regular military forces during wartime
as war crimes. If such actions occur during peacetime, they are classi-
fied as crimes against humanity. In both scenarios, these actions are
addressed under international law, making the application of the term
“terrorism” redundant when applied to sovereign states (Schmid 2004).

1.2.5 Current Legislative Definitions Of Terrorism
Meanwhile, statutory frameworks in India have adopted a broader and
action-based approach. A statutory definition of terrorism in India finds
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a mention in Section 15 of the Unlawful Activities (Prevention) Act,
1967 which articulates terrorism primarily in terms of its intent and
violent consequences. Accordingly, a terrorist act is any act done with
the intent to threaten the unity, integrity, security, sovereignty, or eco-
nomic security of India or strike terrors among the people or any sec-
tion thereof. It further enumerates specific methods such as the use
of explosives, firearms, chemical, biological or nuclear substances and
the resultant harms, including death, injury, damage to property or in-
frastructure and disruption of essential services. Section 15 also crim-
inalizes acts targeting public functionaries, coercing governments or
international organizations through kidnappings or threats and even
actions aimed at destabilizing monetary stability in the country through
counterfeit currency.
Building upon Section 15, Section 113 of the Bharatiya Nyaya San-

hita, 2023 replicates much of Section 15’s structure and content. The
incorporation of a terrorist act within the general criminal law signals a
shift towards mainstreaming counter-terrorism provisions into the core
criminal law framework. The definition under Section 113 also takes
a broader and more enforcement-oriented approach. It focuses on the
nature of the act and its potential or intended consequences, ranging
from death, destruction, disruption and coercion to determine criminal
liability. It also criminalizes preparatory and accessory conduct such as
recruitment, training, harbouring, financing and possession of terror-
linked property. Eventually, an important implication of incorporating
terrorism as an offence under Bharatiya Nyaya Sanhita is that abet-
ment of a terrorist act outside India by a person in India and abetment
of a terrorist act in India by a person outside India is punishable under
Sections 47 and 48 respectively, an aspect not provided for under the
Unlawful Activities (Prevention) Act, 1967.
In contrast, the international legal regime remains fragmented and

inconclusive in its attempts to codify a universally binding definition.
This definitional vacuum continues to undermine the operational co-
herence of the global counterterrorism efforts. Although numerous
treaties criminalize particular terrorist-related acts, they fall short of
offering a comprehensive definition. A controversial moment occurred
in the 2011 Interlocutory Decision of the Special Tribunal for Lebanon,
which asserted the existence of a customary international law definition
of transnational terrorism, comprised of three elements: the commis-
sion or threat of a criminal act such as murder or hostage-taking, intent
to intimidate a population or coerce a government and a transnational
element (UNODC, 2018). Yet, this assertion remains vehemently con-
tested among states concerned about preserving interpretative flexibil-
ity and sovereignty. Additionally, UNGA Resolution 49/60 (1994) and
UNSC Resolution 1566 (2004) sought to provide definitional parame-
ters with Resolution 1566 describing it as criminal acts intended to
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provoke a state or coerce authorities, explicitly rejecting political, reli-
gious or ideological justifications. However, they only indicate evolving
norms and lack binding force.
The most ambitious endeavour took place under the aegis of the

1996 UN Ad Hoc Committee on Terrorism. A provisional definition
drafted as part of the proposed Comprehensive Convention on Inter-
national Terrorism (CCIT) defined terrorism as intentional acts causing
death, injury or major damage, carried out to intimidate a population or
compel state action. However, over 25 years later, the CCIT remains
in draft form, stalled by fundamental disagreements, particularly on
whether acts committed by national liberation movements or state mil-
itary forces fall within the ambit of terrorism. Consequently, the legal
discourse on terrorism will be vulnerable to inconsistency, selective
enforcement and political manipulation until this definitional gap is ad-
dressed either through the finalization of CCIT or the emergence of a
widely accepted customary norm.

1.3 Root Causes Of Terrorism: Understanding
Its Aetiology

Understanding the aetiology of terrorism has long been a subject of
scholarly inquiry with early academic efforts often attempting to isolate
a singular root cause underlying terrorist behaviour. Early theorists
tended to attribute terrorism to standalone root causes like religious ex-
tremism, psychological factors, political instability and socioeconomic
stressors. However, these monocausal explanations proved to be in-
sufficient. Such a realization led scholars like Crenshaw, Schmid and
Sirseloudi to formulate multicausal frameworks explicating the roots of
terrorism.

1.3.1 Causal Link Between Political Instability And
Terrorism

A compelling illustration of a monocausal explanation to terrorism is
the link between violent political instability and the rise of terrorism.
In their influential work, Campos and Gassebner (2009) contended that
civil wars and guerrilla conflicts serve as a fertile ground for the emer-
gence of international terrorism. Drawing on data from more than
130 countries, they introduced the concept of ‘escalation effect’ to sug-
gest that sustained, violent domestic turmoil provides an environment
where individuals develop terrorist capabilities like strategic planning,
armed confrontation and clandestine coordination, enabling expansion
of cross-border operations. Their study discovered a strong correlation
between frequency and severity of international terrorist events and
political violence. Such a correlation challenges broader institutional
theories, particularly the failed states narrative by emphasizing that it
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is not the absence of state capacity in general, but the presence of on-
going violence that directly fosters terrorism. An analogous correlation
was not revealed with respect to serene forms of dissent.

1.3.2 Socio-Economic And Demographic Perspective
On The Roots Of Terrorism

While Campos and Gassebner emphasize the catalytic role of sustained
political instability, Coccia (2018) proposed a socio-economic and de-
mographic perspective on the roots of terrorism. He argued that de-
mographic and socio-economic stressors, particularly high population
growth, income inequality and relative deprivation disrupt societal sta-
bility, creating conditions ripe for terrorism. In regions facing rapid
population growth, subsistence stress follows and basic resources like
food, employment and housing become scarce in relation to the pop-
ulation’s needs. Consequently, psychological strain and social disor-
ganization arise, particularly among the youth, since their aspirations
are persistently thwarted, leading to hostility, frustration and violence.
Distinct from petty crimes, terrorism, according to Coccia, emerges
from structural frustration reframed as a collective grievance with ide-
ological or political connotations. In societies riddled with weak insti-
tutions and inadequate political liberty, peaceful outlets for frustration
and grievance redressal are often missing. Resultantly, individuals may
turn to terrorism as a way to reclaim dignity, assert group identity and
retaliate against perceived injustice. Violent extremism in this context,
is a symbolic act of resistance, one that conveys meaning and purpose
in environments where traditional paths to empowerment have been
systematically blocked. Henceforth, his causal framework underscored
the need for counterterrorism strategies to go beyond security enforce-
ment and address the deeper issues of demographic pressure, inequal-
ity and economic inclusion.

1.3.3 Role Of Religious Ideology As A Crucial Root Of
Terrorism

Additionally, the role of religious ideology, especially when manipulated
for political purposes is also a crucial root cause that cannot be over-
looked. A substantial body of scholarship underscores how radical in-
terpretations of religious doctrines serve not merely as post-facto justi-
fications, but as primary motivators for terrorism. In his seminal work,
Shmuel Bar (2004) argued that modern Islamic terrorism is rooted in a
historically informed yet radically reinterpreted vision of Islam. Under
this worldview, Islam is viewed not just as a faith and also as a politi-
cal system (din wa-dawla) that rejects any separation between spiritual
and political authority. The world is divided into Dar al-Islam (the realm
of Islam) and Dar al-Harb (the realm of war), with the latter perceived
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to be in constant disharmony with Islam until its eventual submission.
This absolutist outlook delegitimizes peaceful coexistence and fuels the
theological imperative of jihad, as an individual duty (fard ‘ayn), termed
by some extremists as the sixth pillar of Islam. Radical clerics reinforce
this duty through fatwas, granting religious legitimacy to acts of terror,
including suicide bombings. Though classic Islamic jurisprudence regu-
lates warfare and prohibits suicide, extremists distort these principles
to suit their apocalyptic narratives. Addressing terrorism’s religious
roots requires not confronting religion per se, but the confrontation of
the distortion of sacred texts and authority to legitimize indiscriminate
violence.

1.3.4 Psychological Perspectives To Terrorism
In contrast, psychological perspectives to terrorism delve into individ-
ual and group-level dynamics that drive people to terrorism rather than
on the broader systematic and ideological structures. Central to this
perspective is the notion that terrorists are made, not born and that
their behaviour is driven by psychological, emotional and developmen-
tal factors. According to Gurr (1970)’s concept of relative deprivation
and the frustration-aggression hypothesis, frustration from unmet ex-
pectations can escalate into aggression and violence. Similarly, Knust-
son (1981), drawing from Erikson, observed that alienated and humil-
iated individuals may reject assigned social roles and embrace radical
identities rebelliously.

1.3.5 Need For Multifaceted Causal Frameworks Ex-
plaining Terrorism

However, the aforementioned reductionist explanations proved to be
insufficient due to their limited analytical scope. The tenacious and
evolving nature of terrorist activities made it difficult for monocausal
explanations to comprehend terrorism comprehensively. Scholars thus
adopted nuanced frameworks recognizing terrorism as rooted in an in-
tricate, interconnected web of social, political and psychological influ-
ences. Notable contributions in this paradigm shift came from Martha
Crenshaw (1981) and Alex Schmid (2005). Their causal frameworks of-
fer a unique perspective into the multifaceted causes of terrorism, ex-
emplify a deeper engagement with terrorism’s underlying mechanisms
and offer a more refined basis for both future theoretical inquiry and
policy development.

1.3.6 Martha Crenshaw’SMulti-Factor Causal Frame-
work On Terrorism

Martha Crenshaw’s framework for understanding the causes of ter-
rorism operates on three distinct levels: the motivations of terrorist
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groups, the broader environmental or contextual factors and the in-
dividual psychological influences that determine who participates in
terrorist actions. The rational actor model of crime and criminal be-
haviour, posits that individuals possess free will and consciously decide
to engage in criminal behaviour much like they decide on any other type
of behaviour (Burke 2019). Quite similarly, Crenshaw argues that ter-
rorism is a form of political behaviour chosen by rational actors, specifi-
cally, terrorist organizations. Therefore, grasping why such groups opt
for terrorism is essential to understanding its root causes. Non-state ac-
tors often perceive terrorism as a reasonable choice to achieve various
goals including gaining attention or recognition, dramatizing a cause,
undermining governmental authority, destabilizing political processes,
or provoking repressive state responses that could galvanize public sup-
port for their cause. Terrorism is particularly attractive to actors who
are weaker compared to the state and feel compelled to act urgently
(Crenshaw 1981).
However, focusing solely on the motivations of the terrorist groups

alone provides an incomplete picture. A comprehensive analysis must
also consider the broader social, political and economic landscape that
makes terrorism more likely in certain contexts. The factors that fos-
ter terrorism can be categorized into preconditions and precipitants.
Preconditions refer to the underlying, long-term conditions that create
an environment where terrorism can thrive, even though they are not
the direct causes of the terrorist acts. Additionally, Crenshaw identi-
fies enabling or permissive factors within preconditions, which provide
opportunities for terrorism to happen and inspire terrorist campaigns.
These include factors such as modernization, urbanization and cultural
traditions that legitimize violence against authorities, the process oth-
erwise called ‘social facilitation’ (Gurr, 1979). Furthermore, a govern-
ment’s inability or unwillingness to prevent terrorism is a significant
permissive factor as well.
In contrast, precipitants are immediate events that directly trigger

terrorist actions. One such instance is the lack of political participation.
When regimes restrict access to power and repress dissent, this often
leads to political dissatisfaction. In these situations, grievances are of-
ten political, driven by disillusioned, educated elites blocked from influ-
encing political change despite their social standing. Luigi Bonanate’s
concept of a ‘blocked society’ describes that terrorism can arise in rel-
atively stable societies where state institutions resist change, creat-
ing frustration among elites and inadvertently inviting terrorism, as a
means of forcing political transformation (Bonanate 1979). In this con-
text, terrorism is often an expression of elite frustration acting on be-
half of a passive majority. Additionally, other precipitants include con-
crete grievances among an identifiable group, such as minority groups
particularly facing discrimination or the government’s use of force in
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have multiple parties that are connected, such as consumers, sellers,
and advertisers. When considering competition in digital markets, the
CCI will take into account the impact on consumers as well as on sell-
ers.18

12.5 Determination Of Dominance
5.1 Multi-Sided Markets and Their Complexities
For a digital platform like an ecommerce marketplace, ride sharing,

social media, etc., many groups of users are using it at the same time,
such as consumers, sellers, and advertisers. These groups are mutually
dependent: the value of one of them is linked to the involvement of
the other groups. This multi-sided aspect of the website makes market
definition harder to achieve, because each side could be a different, but
related, market.
The Competition Commission of India understands these issues and

takes a holistic approach that considers the impact on consumers as
well as the impact for sellers, the interactions between platforms, and
pricing policies.
5.2 Assessing Dominance in Digital Markets
Once the relevant market is defined, the determination of dominance

shall be based on the provisions of Section 19(4) of the Competition Act,
2002. Market share is just not enough to gain control in digital markets.
Some forces, like network effects, data concentration, and switching
costs, are important in deciding market power.19
5.3 Role of Network Effects
Both network effects and positive growth feedback make the plat-

form grow in a self-reinforcing way—a larger user base is valued more
and will be joined by others. This frequently leads to “winner takes
most” markets, where the dominant position is built up quickly and
easily and maintained for a long time, and where new firms find it dif-
ficult to compete. The availability of data as a source of market power.
The ability to accumulate data is a huge advantage for digital plat-
forms. Having access to a massive amount of user data enables plat-
forms to refine algorithms, provide personalized advertising, and en-
hance consumer recommendations. Data concentration is increasingly
recognised as an important measure of market power and a barrier to
market entry by the CCI.
5.4 Data as a Source of Market Power
Another key aspect of examining dominance is data access and con-

trol. Digital platforms store huge volumes of user data that can be

18Competition Commission of India, Market Study on E-commerce in
India (2020).
19Competition Commission of India, Market Study on E-commerce in

India (2020).
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used to enhance service quality, tailor recommendations, and execute
targeted advertising.20Therefore, such data creates a major competi-
tive edge for platforms that is very difficult for new players in the same
space to copy.21
Competitors who do not have access to similar datasets will face high

barriers to entry because competitor advantages based on data con-
tribute to high entry barriers. In addition, as platforms accumulate
more data on consumers, they are able to develop and improve their al-
gorithms; predict consumer buying patterns; and enhance their pricing
strategies, further entrenching their dominant position.22
The CCI has acknowledged more frequently that data is not just an

incidental outcome of engaging in digital activity but rather represents
a major competitive resource.23 As a result, data concentration is now
viewed as an important component in determining whether a platform
possesses market power and is abusing its dominant position.
5.5 Switching Costs and Platform Lock-in
Switching costs also reinforce the dominance in digital markets.

Changing platforms may create barriers for users including loss of
data, incompatibility, costs of learning and reduced network benefits.
These factors lead to platform lock-in, which is hard for other platforms
to compete successfully against the dominant ones.

12.6 Predatory Pricing In Digital And Platform
Markets

The predatory pricing doctrine faces analysis issues when applied to
digital markets in four major ways:
Zero price goods: Numerous digital platforms have no cost associ-

ated with providing their core products and generate their revenues
purely from advertising or data monetisation. Given that the overall
cost of a product is equal to zero (given that the price is also zero), it
becomes very hard to apply the average variable cost (AVC) exception,
and therefore, one must turn to other means, like deterioration of qual-
ity, retrieval of data from users or cost of attention as alternatives to
establish how to indicate or prove predatory pricing has occurred.24
Cross-subsidisation of different markets: It is common for digitally

based multi-sided platforms to use revenues from one side of the mar-
ketplace to subsidise prices to users on the other side. Determining

20OECD, Data-Driven Innovation: Big Data for Growth andWell-Being
(2015)
21UNCTAD, Competition Issues in the Digital Economy (2019).
22OECD, Digital Economy and Competition Policy (2019).
23Competition Commission of India, Market Study on E-Commerce in

India (2020).
24OECD, Rethinking Antitrust Tools for Multi-Sided Platforms (2018).
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whether that cross will be considered predatory or simply a result of
an efficiency pricing model is going to require parties looking at each
other's market to determine if the overall economic rationale exists.25
High fixed/low marginal cost characteristics of digital markets: Dig-

ital platforms often have substantial fixed costs but very few or no
marginal costs associated with servicing additional users (i.e. the de-
pendant variable). Therefore, platforms that sell products/services ei-
ther at or greater than AVC levels will not create sufficient factors for
determining predation.
Revenue models based upon data: If a platform is providing prod-

ucts and/or services at ‘no cost’ in return for receiving user data and
yet fails to appropriately account for the revenue generated through
data monetisation, then that platform will most likely have sold prod-
ucts/services below cost and thus engaged in predatory behaviour. The
ability to understand how to perform a standard ‘cost accounting’ anal-
ysis of the costs associated with providing products/services will not
allow for addressing these circumstances.26

12.7 Role Of The Cci In Regulating Digital Mar-
kets

The Competition Commission of India has emerged as a key regulator of
digital markets in India, as a result of rapid digitalisation and changing
nature of competition in the market. A more dynamic and responsive
regulatory framework is needed than traditional markets for the digital
economy, defined by platform-based business models, network effects,
and the data-driven economy.
The CCI is an investigative authority as well as a quasi-judicial au-

thority under the Competition Act, 2002. It is charged with preventing
anti-competitive agreements, abuse of dominance and anti-competitive
mergers as well as advising governments on issues concerning compe-
tition law.
7.1 Institutional Functions
The CCI is responsible for legal, investigative and advocacy activi-

ties to respond to competition issues in digital markets. It might un-
dertake investigations in response to complaints or suo motu where
anti-competitive conduct is suspected. The Commission also carries
out market studies and sectoral investigations to detect new competi-
tion problems in digital sectors that are rapidly changing.

25Jean Tirole, Economics for the Common Good (Princeton University
Press).
26Maurice E Stucke and Allen P Grunes, Big Data and Competition

Policy (Oxford University Press)
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Furthermore, the CCI raises awareness about competition law by in-
teracting with industry, regulators, governments and consumers to fos-
ter pro-competitive policies.27
7.2 Regulatory Focus on Digital Platforms
The CCI has been more focused on companies like e-commerce, ride-

sharing, food delivery and digital finance, where the network effect and
the concentration of data could potentially make them market leaders.
The CCI raised issues in its 2020 study on the e-commerce marketplace,
such as deep discounting, preferential treatment of private-label prod-
ucts, lack of platform neutrality and algorithmic collusion. Data con-
centration was also identified as a key challenge for market entry.
The Commission has recognised that traditional competition law

tools may not be as effective in addressing the complexities of multi-
sided digital platforms because they may involve different types of
users, who are interdependent, and pricing dynamics that differ from
one part of the platform to another..28
7.3 Proactive Enforcement and Emerging Challenges
In recent years, the CCI has taken a more proactive stance, with

suo motu investigations, the use of economic and data analysis, and in-
teractions with international organisations, including the International
Competition Network.
The Competition (Amendment) Act, 2023, contained additional mea-

sures such as those on the threshold for what is deemed to be a sig-
nificant digital enterprise, as well as deal-value thresholds for mergers
between digital businesses.
However, there are obstacles to overcome, such as algorithmic pric-

ing, transparency issues in platform operations, unequal access to data,
and technology change. The CCI has therefore come to appreciate that
it is necessary to have a balance of traditional competition law princi-
ples and contemporary economic and digital-market analysis to have a
proper control on anti-competitive practices in the digital economy.29

12.8 Challenges In Enforcement In Digital Mar-
kets

The Competition Act of 2002 is very comprehensive, alongwith an evolv-
ing body of law from the Competition Commission of India, however,
enforcement of predatory pricing law in the digital market is difficult
and, in some ways, is new as it relates to the structural aspects of all

27Competition Commission of India, Advocacy and Institutional
Framework Reports.
28OECD, Digital Economy and Competition Policy Developments

(2020).
29OECD, Challenges of Competition Enforcement in Digital Markets

(2020).
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digital markets, limitations of existing analytical tools, and limitations
of institutional capabilities.30
8.1 Difficulty in Cost Determination
The first step in evaluating whether predatory pricing has occurred is

to determine an appropriate benchmark. This can be particularly diffi-
cult within digital markets compared to traditional markets due to the
predominantly fixed nature of costs associated with digital platforms.
For example, once a digital platform has fixed costs (for example, to
purchase a server), the incremental cost of serving an additional cus-
tomer on the same server is typically very small, and may be near zero.
Because of this small incremental cost, the average variable cost (AVC)
number cannot be relied upon to establish whether or not predatory
pricing has occurred.
Additionally, there are significant methodological issues that arise

around shared infrastructure costs that traditional approaches to ac-
counting do not necessarily address. In combination with the aforemen-
tioned, there are complications further complicating this analysis be-
cause many platforms operate multiple business lines simultaneously.
In this case, determining how to allocate costs among the various func-
tions of a platform (search, e-commerce, etc.) will require judgements
that must also be made regarding how costs will be allocated.31
8.2 Multi-Sided Market Complexity
Digital platforms provide services to multiple user groups simulta-

neously, and the demand for products from each of the different user
groups is affected by the demand from the other user groups. Thus,
when evaluating the price charged by a digital platform for any goods
or services on one side of the platform, one cannot do so in isolation
from the other side of the platform because the platform’s value offer-
ing applies to all sides of the platform.32
So, if a platform has zero pricing for buyers and substantial revenue

from advertisers, the platform may: (1) be acting as a rational multi-
sided platform and charging zero to buyers and very high amounts from
advertisers; or (2) use advertising revenues to subsidise buyer pricing
at zero to engage in predatory conduct against other digital platforms.
To determine if either is the case will require a thorough examination of
both sides of the platform; however, current regulatory processes may
lack the sophistication or resources to do so.33
8.3 Algorithmic and Dynamic Pricing
The use of sophisticated algorithms for real-time, demand-responsive

pricing has made the enforcement of predatory pricing more opaque
and complex. Because algorithmically priced systems change pricing

30UNCTAD, Competition Issues in the Digital Economy (2019).
31UNCTAD, Digital Platforms and Competition Law (2020).
32Jean Tirole, Platform Competition in Two-Sided Markets (2003)
33OECD, Rethinking Antitrust Tools for Multi-Sided Platforms (2018).
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so rapidly and at such a granular level, it will be nearly impossible
for periodic data requests to obtain a representative snapshot of price
changes in particular circumstances. Responding to competitors that
also use pricing algorithms may cause competitors to undergo ‘reactive
algorithms’, i.e., automatically price match or undercut their competi-
tion, further complicating the determination of whether collusion or
unilateral predation has occurred.34
Detecting algorithmic predation is also extremely difficult because

firms with price-setting logic embedded within their proprietary soft-
ware have an enormous interest in keeping it as a trade secret. This
may require regulatory authorities to have special investigative author-
ity, such as the authority to audit an algorithm or to mandate trans-
parency within an automated pricing programme.35
8.4 Establishing Anti-Competitive Intent
Under 4(2)(a)(ii), intent is a major burden of proof that requires a

dominant supplier to establish, through its pricing strategy, via circum-
stantial evidence and economic analysis, its exclusionary purpose. A
dominant entity will often provide alternative legitimate explanations
to explain their low prices, such as operational efficiencies, stimulating
demand, or discounting.36 Manufacturers will often use internal docu-
ments and communication from executives to provide direct evidence
of an exclusionary intent, but may not have access to this information
until after the investigation or rely on the use of a statutory mechanism
(or powers) that grant them the ability to obtain the information needed
at the time of drafting a complaint. CCI has also turned to economic
analyses, especially cost-benefit analyses of the pricing strategies from
the dominant supplier's perspective, in order to draw inferences about
intent.
8.5 Pace of Market Evolution
Enforcement of competition law in digital markets is confronted with

a structural issue as a result of the rate of change in these markets. By
the time an investigation concludes (the time interval involved in going
from an initial complaint to final decision run over several years), the
market may have completely changed; competitors have exited, new
entrants have entered, the dominant firm's price is back to a normal
level, and the market being investigated may need to be reassessed.
The mismatch in time between the change in the market (digital) and
the enforcement of competition law represents a systemic challenge,
particularly in digital markets.

34OECD, Algorithms and Collusion: Competition Policy in the Digital
Age (2017).
35Ezrachi and Stucke, Virtual Competition: The Promise and Perils of

the Algorithm-Driven Economy (Harvard University Press).
36Competition Commission of India, Case Practice on Abuse of Domi-

nance.
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12.9 Conclusion
The Indian digital revolution has changed the nature of competition and
competition through platforms, low pricing tactics and data-centric ap-
proaches. Discount pricing, algorithmic pricing and cross subsidisation
are practices that can lower prices for consumers in the short term but
can also cause issues of predatory pricing and dominant market power
of the major digital platforms.
The key provisions of the Competition Act, 2002 provide the frame-

work for regulating such conduct and the Competition Commission of
India (CCI) is a key enforcer of competition law. The CCI has evolved its
policy in line with the characteristics of the digital market, such as net-
work effects, data concentration, multi-sided platforms and switching
costs, through the provisions on abuse of dominance, relevant market
determination and market power assessment. Case studies like the de-
cision in MCX Stock Exchange Ltd v National Stock Exchange of India
Ltd have contributed to this.
Enforcement is still difficult, however, because of challenges in cost

determination, algorithmic pricing, changing technology, and the multi-
sided nature of platforms. The regulation of digital markets thus needs
to be flexible and adaptive, reflecting the traditional competition law
principles and the new economic and technological approaches to com-
petition in the digital world, to safeguard competition and consumer
welfare.
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The Evolution of E-Commerce
Legislation in India

Neeksha K. N.
LL.M., CMR University School of Legal Studies, Bengaluru

Abstract
The quick growth of e-commerce in India can be considered one of
the most drastic changes in the economic and legal environment of
the country. During the past two decades, India has transformed its
primitive online transactions to sophisticated data-based digital mar-
ketplaces that have integrated logistics, payment systems, algorithms,
and cross-border commerce. This has brought a revolution of a univer-
sal rule of law with the capacity to deal with any kind of technological
innovation without jeopardizing the interests of consumers. This paper
include doctrinal and analytical study of the history of e-commerce laws
in India, both on the Information Technology Act, 2000; the Consumer
Protection Act, 2019 read with the Consumer Protection (E-Commerce)
Rules, 2020; and new data management laws, especially the Digital
Personal Data Protection Act, 2023. The paper examines the legal pro-
visions, adjudicated case interpretations, regulatory overlaps, and en-
forcement issues to evaluate the current e-commerce system in India. It
claims that despite the fact that India has gone a long way in transform-
ing the facilitative regulation to the rights-based digital governance;
there exists some gaps in the harmonisation, institutional capacity, and
the clarity of compliance. The article ends with the suggestions of spe-
cific policy and legislative solutions that could be implemented to de-
velop a coherent, future-ready regulatory ecosystem, consumer protec-
tion, and data privacy.
Keywords: E-Commerce Law; Information Technology Act, 2000;

Consumer Protection (E-Commerce) Rules, 2020; Digital Personal
Data Protection Act, 2023; Intermediary Liability; Consumer Rights;
Platform Regulation; Digital Economy; India.
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13.1 Introduction: Digital Transformation And
The Law Of E-Commerce In India

The rise of e-commerce in India is not just a tale of technological innova-
tion; it is a tale of social transformation, restructuring of the economy
and legal adjustment. The digital platforms have transformed the pro-
cesses of buying and selling Indians in the market over the past 20
years. What was initially seen as being in the physical stores and face
to face deals, now occupies the screen, applications. 1This has made
the old legal assumptions of contracts, consumer protection, liability
and state control questionable and in response, Indian law has had to
shift.
Electronic commerce was initially perceived as a technical issue in

the law when India first started going digital. The key questions were
to find out whether online contracts could be enforced and whether
the electronic records could be accepted by the law. This small-scale
focus was warranted at a time when transactions that were digital in
nature were rare and the use of the internet was limited. However,
as the e-commerce emerged at a very rapid rate and became the part
and parcel of everyday life, a more facilitative legal approach seemed
to be increasingly inadequate. Nowadays, online stores are not only
connecting buyers and sellers, but also managing information, deter-
mining price, affecting consumer preference, and collecting colossal
quantities of personal information. An even more complicated legal re-
action is needed in the face of these facts.
The experience with e-commerce regulation in India may be consid-

ered as a slow yet significant shift in the regulatory philosophy. That
was laid down by the IT Act 2000 that introduced the concept of inter-
mediary liability and recognition of electronic transactions. Neverthe-
less, it largely overlooked the dynamics of the digital trade that saw
the consumers-centric regulation with the enactment of the Consumer
Protection Act 2019 and the Consumer Protection (E-Commerce) Rules
2020 that recognized that consumers are especially vulnerable in the
digital market. 2A right-based approach to data governance was re-
cently introduced in the DPDP Act, 2023, which understood that con-
sumers are especially vulnerable in the digital market. It attempts to
transcend an account of statutes but presents a critical, doctrinal and
policy-driven analysis of the way Indian e-commerce law has evolved,
its points of success, and its points of failure. The article tries to give

1Ministry of Electronics and Information Technology, 'E-Commerce
in India: Growth and Policy Framework' (Government of India 2024);
World Bank, 'India Digital Economy: Rapid Expansion and Emerging
Challenges'

2Consumer Protection Act 2019 (No 35 of 2019) (India); Consumer
Protection (E-Commerce) Rules 2020 (SR&O 2020 No 2093) (India) rr
1–5

199



The Changing Landscape of Indian Law

an overall picture of how e-commerce regulation in India operates by
putting the legislative process within the wider context of the Indian
economy, technology, and the constitution.

13.2 Conceptual Foundations Of E-Commerce
E-commerce in essence is the act of carrying out business transactions
through electronic mediums. Yet, this apparently simple definition
conceals a complex network of economic and legal interactions.3E-
commerce is touched on by electronic payments, online contracts,
online advertisements, data analytics, logistics management, and af-
ter sales services. The conventional commercial legislation was not
designed to meet the special legal issues presented by each of these
aspects.
Legally, e-commerce challenges the conventional concept of space,

jurisdiction as well as identity. Commercial activities between two par-
ties that may never meet in person often occur on interstate and na-
tional boundaries. Online interactions create more challenges to ac-
countability and enforcement due to the anonymity or pseudonymity
of interactions. Moreover, the traditional boundaries between sellers,
agents and service providers are obscured by the need to use interme-
diary’s platform that facilitates transaction without a direct holding of
inventory.
E-commerce has seen a transformation in India that has been aligned

with the economic growth in India. E-commerce having been consid-
ered as a specialized form of commerce is currently recognized as an
important ingredient of the digital economy. Digital commerce and its
strategic importance in the economic growth, employment, and compet-
itiveness in the world are increasingly being identified in government
policy documents. At the same time, the fear of data monopolization, ex-
ploitation of consumers, and concentration of the market has increased.
Thus, in the regulation of e-commerce in the law, opposing inter-

ests should be balanced. On the one hand, it has to offer a stable and
favourable regulatory condition to facilitate economic growth and inno-
vation. Nonetheless, it must also ensure that there is fair competition,
consumer protection and maintenance of basic rights. Striking this bal-
ance is one of the key problems of the contemporary e-commerce law.

13.3 Evolution Of E-Commerce In India: Eco-
nomic And Social Context

The e-commerce in India was in fact taking a shape with the larger
shifts in the society and economy. In the late nineties and early 2000s,

3'E-commerce and Development Report 2023' (United Nations Con-
ference on Trade and Development 2023). rr 3–6;
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the few who could access the internet were in the cities. The majority
of the population did not trust online payments, and all were afraid of
fraud or a non-appearance of their goods. All that made starting first
e-commerce companies difficult.
All this actually changedwhenmobile phones and broadband became

a reality. Overnight, the internet was now in the pocket of millions
of people in India, even in smaller towns and villages, with the aid of
cheap smartphones.4 Digital payments were gaining traction as well.
UPI transformed everything overnight to the point that money can be
sent in seconds at minimal cost. Government intervened by initiating
initiatives such as Digital India, which advocates improved digital in-
frastructure and facilitating ease of people moving online.
Then the COVID-19 toxin struck, and all accelerated. People were

isolated in their homes, so they relied on the internet to order gro-
ceries, medicine, and so forth. E-commerce firms became rapid, cre-
ating their own delivery systems and warehouses. But this boom did
not only demonstrate how tough digital commerce could be, it also re-
vealed some of its weak points, particularly with regards to individuals
who had no one to blame when things went bad.
Socially, e-commerce transformed the shopping and working behav-

ior of people. The new economy has made delivery staff and warehouse
employees the workhorse, however, that has raised difficult issues re-
garding proper treatment and employment security. Small stores are
now given a chance of accessing more customers but they too are com-
peting with larger and more difficult firms. This is indication that we
require rules which will look beyond profit and sales.

13.4 Legislative History And Objectives Of The
Information Technology Act, 2000

The first attempt that India made to address the crazy world of online
business and digital communication was the IT Act, 2000. At the time,
the internet had only begun to take hold in India and lawmakers were
more than inspired by UNCITRAL Model Law of 1996. It was not aimed
at squeezing the trigger and limiting it, it was merely to render elec-
tronic records and digital signatures legally binding, to ensure individ-
uals and the business sector could be sure that online transactions were
being counted.
You can hear this combination of hope and nerves of the unpre-

dictability of the digital age when you look back at the debates in
Parliament. The legislators could not risk India lagging behind in the
online trade as other countries of the world shifted to it, particularly

4IAMAI, 'Internet in India: 2022 Report' (Internet and Mobile As-
sociation of India 2022); TRAI, 'Telecom Subscription Data' (Telecom
Regulatory Authority of India) https://www.trai.gov.in
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with international trade and outsourcing gaining momentum. Nev-
ertheless, not much was said related to what digital platforms could
possibly do to society and the economy in general. Thus, the Act took
a closer look at such issues as the authentication of digital documents,
to whom they belong, and whether they would be accepted as evidence
in the court. Consumer rights, competition or data privacy? Not really
on the radar.5
That bit of history matters. It is a reason why the IT Act was so

effective as a starting point- it provided the electronic records with real
regulation which is the basis of the electronic commerce of any sort.
But it also reveals the shortcomings of the Act. It simply could not be a
platform to support the complex digital world we live in today. With the
growth of online business, the loopholes in the law began to become
apparent and the law or the courts had to intervene to address such
gaps.

13.5 Legal Recognition Of Electronic Records
And Digital Signatures

The IT Act was a huge success as it has leveled the playing field between
electronic records and paper documents. In essence, the two sections 4
and 5 state that the fact that something is digital does not imply it is not
legally binding- and also digital signatures can be used to authenticate
as well as to do functional equivalence.6 This is the concept known as
functional equivalence, which makes online business continue.
Thanks to that, any type of business may occur online: conclude the

contract, issue the invoices, maintain the accounts, even announce the
official legal notices. The Indian courts have invariably supported this,
as long as a contract possesses the essentials, that is, it must have
an offer, acceptance, consideration and genuine intention to make it
official.
However, the process of going paperless does not always go well.

As far as evidence is concerned, there are real battles. The IT Act at-
tempted to manage this by revising the Indian Evidence Act, 1872 and
introducing a rule that dealt with electronic records. Nevertheless, is-
sues continue to arise--people doubt authenticity, fear tampering, and
debate the integrity of digital evidence and, in particular, in the con-
text of online disputes. All these problems demonstrate one point: we

5Parliamentary Standing Committee on Information Technology, 'Re-
port on the Information Technology Bill, 1999' (Lok Sabha 1999).

6Information Technology Act 2000 (c 21 of 2000) (India) ss 4–5; In-
dian Evidence Act 1872 (c 1 of 1872) (India) ss 62–90-A (amended);
Supreme Court of India, 'Guidelines on Admissibility of Electronic
Records as Evidence' (2020).
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should have more technical requirements and better-educated judges
in case we want to address e-commerce conflicts in a proper manner.

13.6 Electronic Contracts In E-Commerce Trans-
actions

Electronic contract maintains the e-commerce. Whenever you press the
I agree button or make any purchases over the internet you are in fact
signing a legal contract- no hand shake, no face to face conversation,
all it takes is a few taps or clicks. All this became possible with the IT
Act that had legal weight of the digital communication and consent.
The Indian courts tend to approach such contracts realistically. They

refer to statements such as click- wrap and browse- wrap agreements
as far as they are reasonable and fair. Still, there's a problem. The
vast majority of users do not read them, and the platforms are aware of
it. The contracts are lengthy, full of legalese and frankly, does anybody
have time? This puts buyers in a position where they are left wondering
what they have actually signed and whether their signature really has
a significance.
IT Act does not help much to resolve this. It is rather the technology

than protecting the rights of people. With online shopping being more
of an explosion than ever, this blind spot is more pronounced. This is
why the consumer protection laws have been forced to intervene and
address the unjust stuff that goes down the drain.

13.7 Intermediary Liability: Concept And Evolu-
tion

The manner in which the IT Act deals with the intermediary liability
actually influences the way e-commerce is regulated. Ethers Section
2(1)(w)- this has a very broad net in that anyone who receives, stores
or transmits electronic records on behalf of another person is an inter-
mediate.7 This includes internet service providers, social media and, of
course, e-commerce marketplaces.
Section 79 is where things become interesting now. It provides the

intermediaries with some form of protection, this safe harbour, and
they are not liable to the material other people post on their sites as
long as they abide by some guidelines. The point of this is to maintain
some sense of innovation and open-dialog, as without that safeguard,
the platforms may simply be risk-averse: over-censored or not accept-
ing user-driven transactions at all.

7Information Technology Act 2000 (c 21 of 2000) (India) s 2(1)(w);
Information Technology (Intermediary Guidelines) Rules 2021 (SR&O
2021 No 676) (India) r 2(k).
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relaying information as is the case with other platforms, e-commerce
sites usually have their hands dirty. They employ algorithms, make
product suggestions, price setting and even do logistics. Therefore,
it is now time that people begin to question: does such platforms re-
ally warrant immunity the same as the ones that are merely neutral
go-betweens? The controversy is not fading away soon.

13.8 Judicial Interpretation Of Intermediary Lia-
bility In E-Commerce

The Indian courts have been instrumental in deciding the limit of the
intermediary liability of the IT Act. In situations like the Shreya Singhal
v. Union of India, 8the Supreme Court made it clear that the interme-
diaries must only take action when they have actual knowledge of the
illegal content as established by a court order or government notifica-
tion. This was meant to avoid random takedowns in order to safeguard
freedom of speech.
Courts have been more subtle in the case of e-commerce, though. A

case like Amazon Seller Services Pvt. Ltd. v. Amway India Enterprises
Pvt. Ltd and the example of Christian Louisboutin SAS v. Nakul Bajaj 9
is a judicial acknowledgement that platforms that enjoy such a substan-
tial degree of control over transactions may not be capable of enjoying
blanket immunity. Where platforms are highly engaged in the sale of
products, maintaining product inventory, or determining prices, they
can be viewed as being more than intermediaries.
These judgments are an indication of a move to functional analysis

of platform activity. Courts are no longer exclusively looking at the na-
ture of the conduct of platforms but instead are also considering the
substance of the conduct. The strategy conforms to the international
trends to regulate the platform but it is also creating confusion to busi-
nesses that want to understand their legal responsibilities.

13.9 Safe Harbour Versus Platform Accountabil-
ity

It is this continual back and forth between keeping platforms safe under
the law of safe harbour and directly holding them to account- it is huge
in e-commerce at the present. When the rules become too strict, digital

8Shreya Singhal v Union of India [2015] 5 SCC 1 [108]–[115]; Infor-
mation Technology (Intermediary Guidelines) Rules 2021 (SR&O 2021
No 676) (India) r 3.

9Amazon Seller Services Pvt Ltd v Amway India Enterprises Pvt Ltd
[2020] SCC OnLine Delhi 1107 [45]–[52]; Christian Louboutin SAS v
Nakul Bajaj [2018] SCC OnLine Delhi 1895 [23]–[29]; Information Tech-
nology Act 2000 (c 21 of 2000) (India) s 79
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businesses will be lost in documents and they are not able to innovate.
However, when you grant platforms excessive immunity, they will be-
come a simple way to get away with fake products, false information or
even shoddy treatment of purchasers.
he IT Act attempts some goldenmean between its due diligence rules,

but frankly speaking, they are quite broad. The bulk of the information
has not been based on the law, but on both court rulings and other regu-
lations. That has caused much misunderstanding and unequal matters
of enforcement.
The economic strength of the platforms has become so huge that it

is no longer appropriate to refer to them as neutral intermediaries. It
is likely high time we reconsidered the way we deal with their liability-
and ensure that the regulations do reflect the degree of influence that
these platforms actually exert the market.

13.10 Structural Limitations Of The It Act In The
Contemporary E-Commerce Ecosystem

It is the IT Act upon which the digital laws of India are still based but
to be honest, it is aging. It was not designed to address issues such
as consumer rights, competition, data protection or even to check the
algorithms. And since it is so technologically focused, we have this
patchwork quilt of legislation, a series of regulators and no one is on
the same page as to e-commerce. And that makes it all the more diffi-
cult.10Businesses must also contend with overlapping regulations of the
IT Act, consumer protection, data protection, and anything else that is
applicable to their industry. And in case you are a consumer and some-
thing goes awry with an online order, you will be lucky to know who
should actually be helping you.
Conclusion: India should have a leaner, networked method of con-

trolling e-commerce. The IT Act has made the initial move but it simply
does not suffice to deal with the complex digital world that we are in
today. New consumer and data protection laws that attempt to close
the loopholes are being introduced and you can notice an improvement.
Nonetheless, it is quite a long way before the system will work actually
when it comes to everyone.
11.CONSUMER PROTECTION AND PLATFORM ACCOUNT-

ABILITY IN E-COMMERCE
11.1 From Caveat Emptor to Consumer-Centric Digital Mar-

kets
10Consumer Protection Act 2019 (No 35 of 2019) (India); Digital Per-

sonal Data Protection Act 2023 (No 49 of 2023) (India); Information
Technology Act 2000 (c 21 of 2000) (India); Ministry of Electronics and
Information Technology, 'Regulatory Framework for Digital Economy:
Coordination Mechanisms' (Government of India 2023).
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The Consumer protection in India has evolved significantly. It has
been taken out of the antique concepts of buyer beware and more to-
wards rights, particularly because the buyer and the seller are not even
playing with each other. In the olden days people could feel and physi-
cally examine what they were purchasing and bargain. That's not how
it works online. Today, consumers are relying on what websites and
Amazon sellers write whatever appears in the catalog, the ratings, and
the reviews. Algorithms determine even what you see in the first place,
and sellers may be on the other side of the world, and be completely
anonymous.
E-commerce only increases these gaps. Even when you are purchas-

ing something, you are doing it with a person that you will never see,
and you are obliged to believe what the platform will present to you.
The platform will determine what you see, what prices you pay or what
is recommended. Therefore the old regulations of guarding shoppers
do not suffice any more. That is why the Consumer Protection Act
of 2019 specifies new regulations of online shopping. It considers e-
commerce as a special thing and says, see we require other laws here
to make things even.
11.2 Consumer Protection Act, 2019: Expanded Rights and

Remedies
The new Consumer Protection Act, 2019 in actuality is a game-

changer against the previous legislation of 1986. Today, it has a much
larger range of coverage- particularly to people who make purchases
online. The Act does not simply discuss fundamental consumer rights.
It actually saves you bad deals in the online world, such as the deceitful
advertisements or unjust agreements. The concept of product liability
is also huge today, which is relevant in the event that the product that
you bought online turns out to be defective.
One of the things that can be identified with the 2019 Act is the man-

ner in which it attempts to prevent problems before it begins. The
law reverses the scenario and instead of consumers getting injured
and seeking assistance, it is the other way around. It puts regulations
that will deter unjust practices at the very beginning and actual pun-
ishments in case the companies will step over the boundary. This is re-
flected in the new Central Consumer Protection Authority (CCPA). The
government is now able to intervene and address false advertisement
or shady business actions, regardless of the medium.
To the online shoppers the situation is much clearer. It is possible

to make complaints online and this only makes sense in the contempo-
rary times. Moreover, the Act provides that you can do so depending
on where you are but not only where the seller happens to be. That
is enormous, as the online sellers can be in another state- or even a
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different country.11This all is an improvement to more protection and
easy help in case something should go wrong with an online sale.
11.3 Consumer Protection (E-Commerce) Rules, 2020: Regu-

latory Architecture
The Consumer Protection (E-Commerce) Rules, 2020 of India is the

best effort so far by the country to regulate the e-commerce realm. They
are based on the Consumer Protection Act, 2019, and impose a pile of
conditions on online sellers. Corporations should be sincere with what
they are marketing, establish actual methods of client complaints, and
evade unscrupulous activities.
The Rules distinguish between two types of e-commerce: the mar-

ketplace and inventory-based. It is so as it alters the responsibility of
such companies. Marketplace platforms Marketplace platforms such
as imagine buying and selling sites between the buyer and third-party
sellers have to conduct their research but do not receive the same treat-
ment as the third-party sellers. Models that are based on inventory are
different. In this case, they have a platform that owns or controls the
products hence they have tougher rules.
However, the problem is in the following: in reality, there is no univer-

sal answer to a question of where a platform is. Many businesses con-
fuse the two models, and it is difficult to declare which rules are effec-
tive. The misunderstanding continues to cause disputes and headache
among the regulators. At this juncture, it is rather obvious that the
government must be more explicit.
11.4 Transparency, Disclosure, and Informed Consumer

Choice
One of the key goals of the E-Commerce Rules is to improve open-

ness in online market. The platforms must make available essential
information such as the name of the sellers, country of origin of goods,
the overall price with a break-down and the basis by which products are
ranked to ensure the consumer makes an informed decision, as well as
reducing chances of deception.12
Regardless of these needs, concerns have been raised as to whether

they are effective. When critical information is overloaded, the inter-
face is complicated, and the design of the algorithms, meaningful trans-
parencymay be damaged. Merely issuing information is not equal to un-
derstanding and informed consent especially in cases where consumers
are cognitively challenged and lack time to understand what they are
getting into.

11Consumer Protection Act 2019 (No 35 of 2019) (India) ss 60–62;
Consumer Protection (E-Commerce) Rules 2020 (SR&O 2020 No 2093)
(India) rr 8–10
12Consumer Protection (E-Commerce) Rules 2020 (SR&O 2020 No

2093) (India) rr 4–5; Central Consumer Protection Authority, 'Trans-
parency Guidelines for E-Commerce Platforms' (2020).
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This provokes more general concerns regarding the sufficiency of the
disclosure based regulation in digital markets. There is a growing schol-
arly consensus that transparency should be augmented by substantive
fairness requirements, and algorithmic responsibility systems, in order
to deal with systemic risks.
11.5 Dark Patterns, Fake Reviews, and Algorithmic Manipula-

tion
The spread of dark patterns: design techniques that attempt to influ-

ence consumer behaviour by misleading, intimidating, or manipulating
it is one of the most acute problems in e-commerce regulation.13They
can be false sense of urgency, hidden costs, and complicated purchase
cancellations. The falsified reviews and artificial ratings also mislead
consumer decision-making.
The Consumer Protection Act, 2019 and the E-Commerce Rules can

be used as a legal foundation to deal with such practices in the con-
text of unfair trade practices. Nonetheless, there is a lack of evenness
in enforcement and a lack of regulatory ability to track algorithmic be-
haviour.
To solve dark patterns, technologies and the interdisciplinary ap-

proach are essential, along with banning them by law. To ensure that
manipulative design behaviour is identified and discouraged, regula-
tors need to come up with tools and standards, whereas platforms need
to be encouraged to embrace ethical design principles.
11.6 Grievance Redressal and Access to Justice
Confidence in the e-commerce industry is essentially linked to the

effectiveness of grievance redressing model. The e-commerce Rules
technically require the selection of so-called grievance officers and the
prompt resolution of the conflicts to avoid formal litigation, but there
is a considerable gap between the requirements and their implemen-
tation. Practically, a wall of mechanical answers, cloud of deafening
procedures, and too much delays often meet a consumer, and the ques-
tion of the objectivity of the corporation internal mechanisms is also
justified. Although the consumer commissions do offer a needed ex-
ternal alternative, they are usually crippled by lack of resources and
procedural backlog. The industry needs to go beyond access to jus-
tice disparity and transition to institutional reform and incorporation
of open, equitable Online Dispute Resolution mechanisms that will fo-
cus on consumer education rather than bureaucratic resistance.
11.7 Overlap with Competition Law and Market Regulation
The E-commerce regulation is not a solitary effort; it interplay

with consumer protection and competition law, especially in mar-
kets characterized by high concentration and network effects power.

13Consumer Protection Act 2019 (No 35 of 2019) (India) s 2(zzc); Cen-
tral Consumer Protection Authority, 'Guidelines on Dark Patterns and
Manipulative Design Practices' (2021).
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14The crossover is reflected in the CCI interest in market research of
practices such as preferential listing, deep discounting, and exclusive
collaboration. This means that when these two domains of law are used
simultaneously, there is the need to have smooth regulatory alignment.
Since consumer law focuses on individual redress but competition law
is focused on structural market failures, the pivot of these systems
is important in avoiding regulatory gap and facilitating a legal level
playing field.
11.8 Limitations and Critiques of the Consumer Protection

Framework
The current e-commerce consumer protection structure in India,

though it has been improved, still faces the problem of insufficient
enforcement infrastructure and a slow rate of regulation that does not
keep up with the fast changing nature of the industries. The intensive
use of delegated law as opposed to primary statutes also leads to a lack
of democratic control and uncertainty of the law. Moreover, the tough
compliance environment can unwillingly shift the advantage to big
sites with deep pockets and on the small business can overly burden
the fragile balance between consumer protection and the competitive,
innovative digital economy.
12 DATA GOVERNANCE, PRIVACY, AND THE DIGITAL PER-

SONAL DATA PROTECTION ACT, 2023
12.1 Constitutional Foundations of Data Protection in India
The constitutional right to privacy has also become a fundamental

data governance principle in India, and this principle was reinvented
in the landmark case of Justice K.S.Puttswamy v Union of India.15 that
privacy has ceased to be a marginal issue in the context of data gover-
nance, being made an essential part of personal liberty and dignity in
Article 21. The Court has made sure that data protection is no longer
subject to a compromise by taking into consideration informational pri-
vacy as a precondition to individual autonomy and democratic partici-
pation in the digital society.
This The DPDP Act 2023 is a fundamental change as it based data pro-

tection on constitutional values and not the sector compliance. Through
this rights-based approach, the Act tries to fill in the divide between eco-
nomic innovation and human rights- a notably tricky endeavor in the e-
commerce environment where personal data becomes both an assured
right and a major economic force.
12.2 From Sectorial Norms to a Unified Data Protection Frame-

work
14Competition Commission of India, 'Market Study on E-Commerce in

India' (2019); Competition Act 1988 (No 51 of 1988) (India) ss 3–4
15Justice K.S. Puttaswamy (Retd) & anr v Union of India & ors (2017)

10 SCC 1 [1]–[6]; Constitution of India 1950 Art 21.
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Up to The DPDP Act, the data privacy situation in India was an ad
hoc collection of clauses throughout the Information Technology Act,
2000 and its ancillary regulations. This fragmented system provided
only nominal enforcement and minimal protections and was not very
useful in regulating the large, complicated data processing processes
that characterize contemporary e-commerce.
The DPDP Act replaces this fragmented strategy with a coherent

statutory framework with a defined duty of data fiduciaries and enforce-
able rights of individuals. With these minimum standards that are im-
plemented in all industries, the Act essentially changes the business
environment of the e-commerce organizations, which base their busi-
ness models on the collection, analysis and monetization of personal
data.
12.3 Core Principles of the DPDP Act and Their Application to

E-Commerce
The DPDP Act is designed to have a number of fundamental princi-

ples, such as lawful purpose, informed consent, minimum data, accu-
racy, storage limitation, and security protection.16These concepts are
internationally best practices but adjusted to the institutional setting
of India.
In case of e-commerce platforms, adherence to these principles

needs major operation changes. The aspect of informed and specific
consent requires poses a challenge to current practices of bundled
consent and inscrutable privacy statements. The data minimization
requirements force the platforms to reconsider the extent of data
gathering, especially concerning behavioral surveillance and targeted
advertising.
The other concept presented in the Act is that of data fiduciaries,

as it focuses on the trust aspect of the relationship between entities
that process data and individuals whose data is processed. This fidu-
ciary framing develops the ethical aspect of data governance, and it is
an indication that the economic interests should be put in check with
personal rights.
12.4 Rights of Data Principals and Consumer Empowerment
DPDP Act provides people with a series of rights which include, the

right to information on how their data is processed, the right to correct
and to erase, and the right to compensation of grievances. In the e-
commerce setting, such rights are particularly important because erro-
neous or overly ambitious data processing may stem out discrimination,
exclusion or financial damages.
The Act enhances the consumer protection system mentioned above

by enabling the consumers as data principals. Collectively, these

16International Organization for Standardization, 'ISO/IEC
27001:2022 Information Security Management' (ISO 2022) (com-
parative global standards) ss 5–8
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regimes understand that modern consumers are not just consumers
of goods and services but also sources of useful data the interests of
which should be discussed.
The realisation of these rights however, is subject to well-functioning

institutional mechanisms and user awareness. Rights, in the absence
of available enforcement avenues and directives, can only be described
as hypothetical as opposed to realistic.
12.5 Obligations of E-Commerce Platforms as Data Fiduciaries
The e-commerce platforms are considered data fiduciaries under

the DPDP Act because of the amount and sensitivity of data processed
through them.17 The obligation of the e-commerce platforms under
the DPDP Act includes the requirement of implementing reasonable
security measures, notifying about data breaches, and adherence to
the statutory principles.
Other requirements, such as data protection impact assessment and

independent auditing, can have supplementary requirements on big
platforms that are classified as significant data fiduciaries. These re-
quirements not only mirror the increased risk of large-scale data pro-
cessing, but they are also costly in terms of compliance.
Smaller e-commerce firmsmight not be in a position to fulfill these re-

quirements and this brings up the question of regulatory disproportion
and market concentration. The policymakers should therefore make
sure that compliance frameworks are scaled and conducive to innova-
tion.
12.6 Cross-Border Data Transfers and Global E-Commerce
Global e-commerce relies on a cross-border data flow which facil-

itates cloud computing, cross-border logistics and cross-border pay-
ments. The DPDP Act pursues the prudent path to cross-border trans-
fer of data, allowing it to be done on the condition of conditions and
governmental notifications.
This strategy aims to strike the national balance between national in-

terests and the reality of digital trade in the world. The unpredictability
about the mechanisms of transfer and compliance can however pose a
problem to businesses that have operations in multiple jurisdictions.
The Indian approach is relatively pragmatic in terms of striking a

balance between data strict localisation requirements and open data
flows. Effective work of it will be performed based on open rule-making
and international cooperation.
12.7 Enforcement Architecture and Institutional Capacity
The DPDP Act provides the Data Protection Board to adjudicate and

enforce. This institution will play a crucial role in converting the statu-
tory rights and obligations into practice.

17Ministry of Electronics and Information Technology, 'Data Protec-
tion Impact Assessments: Guidance for E-Commerce Platforms' (Gov-
ernment of India 2023)
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E-commerce cases about data protection can result in the overlap of
consumer protection and competition law, which makes it questionable
how jurisdiction and coordination. It will be necessary to create inte-
grated enforcement methods and inter-regulatory collaboration mech-
anisms to prevent fragmentation.
12.8 Critiques and Limitations of the DPDP Act
The DPDP Act has had its share of criticism despite its importance.

The issue of exemptions to the state, less than complete independence
of the enforcement mechanisms and sufficiency of protection of vulner-
able populations have been raised.
Critics of the Act suggest that in the e-commerce setting, the Act

fails to answer the question of transparency in the algorithms and auto-
mated decision-making. These loopholes can jeopardize the protective
purpose of the Act as platforms become more and more dependent on
a data-based system to influence consumer behavior.
13 CONCLUSION
The nature of the institutional and legal framework is also highly frag-

mented; this is one of the most enduring challenges in the regulation of
e-commerce in India. As has been shown in this article, the regulation
of e-commerce today is spread among a variety of laws, such as the
Information Technology Act, 2000, the Consumer Protection Act, 2019,
and the Digital Personal Data Protection Act, 2023 as well as industry-
specific regulations and guidelines. All these tools deal with a different
aspect of online trading but their overall effects are usually disjointed.
This fragmentation poses uncertainty to both the consumers and the

businesses. E-commerce sites have to work around conflicting compli-
ance requirements by various bodies such as MeitY, the Central Con-
sumer Protection Authority, the Data Protection Board, and even the
Competition Commission of India. Online, the consumers might not
know where they can get redress in cases of online transactions which
may bring up several legal matters.
Standardisation in regulation is thus necessary. Instead of consider-

ing e-commerce in the context of single legal silos, policies should have
a holistic approach in which they realize that technology, consumer
rights, competition, and data governance are interdependent.
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Closing Note from the Editors

The law is neither static nor self-executing; it is a dynamic institution
that evolves alongside the society it governs. Every era presents its own
social, economic, technological, and political challenges, compelling le-
gal systems to adapt while remaining anchored in the constitutional
values of justice, equality, liberty, dignity, and the rule of law. The con-
temporary legal landscape in India reflects precisely such a period of
transformation. Rapid technological advancement, globalization, envi-
ronmental degradation, changing social relationships, expanding con-
stitutional jurisprudence, and increasing public expectations have fun-
damentally altered both the scope and function of law. Consequently,
legal scholarship today is expected not merely to interpret existing leg-
islation but to critically examine its effectiveness, identify institutional
shortcomings, anticipate emerging challenges, and contribute to mean-
ingful legal reform.
The chapters presented in this volume collectively capture this evolv-

ing nature of Indian law. Although each contribution focuses upon a dis-
tinct area of legal inquiry, together they portray a legal system that is
progressively moving beyond traditional doctrinal boundaries towards
a more integrated, rights-oriented, and policy-sensitive framework of
governance. Whether discussing constitutional principles, criminal jus-
tice, commercial regulation, labour welfare, environmental sustainabil-
ity, intellectual property, religious endowments, or digital governance,
every chapter reflects the continuing effort of Indian law to balance indi-
vidual rights with collective welfare while responding to rapidly chang-
ing social realities.
One of the most significant themes emerging from this collection is

the centrality of the Constitution in shaping contemporary legal dis-
course. Constitutional principles increasingly permeate every branch
of law, influencing legislative policy, judicial interpretation, administra-
tive action, and institutional governance. Fundamental rights are no
longer viewed as isolated constitutional guarantees but have evolved
into guiding principles that inform diverse legal fields, including envi-
ronmental protection, prison administration, labour welfare, commer-
cial regulation, digital privacy, religious freedoms, and animal welfare.
Similarly, the Directive Principles of State Policy and Fundamental Du-
ties, once regarded primarily as aspirational provisions, have gradually
assumed greater normative significance in judicial reasoning and leg-
islative reform. This constitutionalization of legal governance demon-
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strates the continuing vitality of the Indian Constitution as a living doc-
ument capable of responding to new social and legal challenges without
compromising its foundational values.
Another prominent observation emerging from this volume is that

modern governance requires law to operate as an instrument of both
regulation and social transformation. Traditional legal frameworks
were largely concerned with prescribing rights, imposing obligations,
and resolving disputes after they arose. Contemporary legal gover-
nance, however, increasingly emphasizes prevention, participation,
transparency, accountability, and institutional responsibility. This
shift is evident across multiple chapters. Environmental law seeks not
merely to punish polluters but to cultivate environmental conscious-
ness through education and public participation. Competition law
focuses not only on penalizing anti-competitive conduct but also on
preserving healthy markets capable of fostering innovation and con-
sumer welfare. Labour law extends beyond contractual relationships to
recognize dignity, social protection, and equitable working conditions.
Prison law gradually shifts from punishment towards rehabilitation
and reintegration, while counterterrorism scholarship increasingly
advocates preventive and evidence-based interventions rather than
exclusive reliance upon reactive enforcement measures.
The volume further demonstrates that effective legal reform cannot

be achieved through legislative enactments alone. Although India has
enacted several progressive statutes in recent decades, including re-
forms concerning consumer protection, digital governance, environ-
mental regulation, land acquisition, data protection, prison administra-
tion, and religious endowments, the practical implementation of these
laws often remains inconsistent. Administrative inefficiencies, institu-
tional fragmentation, inadequate infrastructure, insufficient financial
resources, limited public awareness, procedural delays, and uneven en-
forcement continue to impede the realization of legislative objectives.
The existence of progressive legal provisions therefore does not auto-
matically translate into meaningful access to justice or effective gov-
ernance. This recurring implementation gap serves as an important
reminder that institutional capacity is as significant as legislative in-
tent.
A further insight emerging from the contributions is the increasing

importance of interdisciplinary legal scholarship. Modern legal prob-
lems rarely exist in isolation. Issues relating to artificial intelligence,
data governance, environmental degradation, public health, climate
change, digital commerce, cybersecurity, migration, labour markets,
and transnational crime intersect with economics, sociology, political
science, criminology, technology, psychology, ethics, and public admin-
istration. Consequently, contemporary legal research must move be-
yond narrow doctrinal analysis and embrace multidisciplinary method-
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ologies capable of addressing complex governance challenges. The
contributors to this volume have effectively demonstrated this broader
approach by integrating constitutional analysis with policy evaluation,
comparative jurisprudence, empirical observations, and international
legal developments.
Comparative legal research also occupies an important place within

this volume. Several chapters draw valuable lessons from foreign juris-
dictions while critically evaluating their relevancewithin the Indian con-
stitutional framework. Comparative scholarship enables legal systems
to benefit from international experiences, identify successful regulatory
models, and avoid previously encountered policy failures. At the same
time, the contributors appropriately recognize that legal transplanta-
tion cannot occur mechanically. Every legal system reflects unique
constitutional traditions, historical experiences, cultural values, admin-
istrative structures, and socio-economic conditions. Comparative anal-
ysis is therefore most valuable when it serves as a source of informed
adaptation rather than unquestioning imitation. India's legal evolution
must continue to remain rooted in its own constitutional philosophy
while remaining receptive to global best practices.
Technology emerges as another defining feature of contemporary

legal development. The digital revolution has transformed gover-
nance, commerce, communication, financial transactions, consumer
behaviour, and public administration in ways that were unimaginable
only a few decades ago. Digital platforms now influence economic
competition, consumer choice, data processing, algorithmic decision-
making, privacy, and market structures. These developments present
unprecedented legal questions concerning intermediary liability, data
protection, artificial intelligence, platform regulation, cybersecurity,
competition policy, intellectual property, and consumer rights. The
legal system must therefore remain sufficiently flexible to regulate
technological innovation without unnecessarily restricting economic
development or individual freedoms. Future legal reforms will increas-
ingly depend upon the ability of legislators, regulators, courts, and
scholars to understand rapidly evolving technologies and their societal
implications.
Another significant contribution of this volume lies in its continued

emphasis upon human dignity as the underlying foundation of legal gov-
ernance. Whether examining euthanasia, rehabilitation of prisoners,
labour protections for domestic workers, land acquisition, animal wel-
fare, or environmental justice, the contributors consistently highlight
the importance of dignity as a constitutional value that transcends tra-
ditional legal classifications. The expanding interpretation of Article 21
by the Supreme Court of India reflects this broader understanding of
dignity as encompassing not merely physical survival but also humane
treatment, quality of life, environmental well-being, privacy, autonomy,
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and meaningful participation within society. This rights-oriented ap-
proach represents one of the defining characteristics of modern Indian
constitutional jurisprudence and is likely to continue shaping future le-
gal developments.
Environmental sustainability represents another recurring concern

throughout this volume. Climate change, biodiversity loss, ecological
degradation, pollution, waste management, and unsustainable patterns
of development have emerged as global challenges that demand urgent
legal responses. Indian environmental jurisprudence has evolved sig-
nificantly through judicial innovation and legislative intervention. How-
ever, environmental protection ultimately depends not only upon reg-
ulatory enforcement but also upon societal awareness and responsible
citizenship. The emphasis placed upon environmental education, con-
stitutional environmentalism, and participatory governance within this
volume reflects an important shift from environmental compliance to-
wards environmental culture. Sustainable development requires col-
laboration between governments, educational institutions, businesses,
civil society organizations, and citizens alike.
The contributions concerning criminal justice similarly demonstrate

the gradual evolution of India's penal philosophy. Contemporary
criminal jurisprudence increasingly recognizes that justice cannot
be achieved solely through punishment. Rehabilitation, restorative
justice, correctional administration, mental health support, legal aid,
and community reintegration have become essential components of
modern criminal justice systems. Likewise, effective responses to
terrorism require addressing the structural, psychological, ideological,
and socio-economic factors contributing to radicalization rather than
relying exclusively upon coercive measures. Such perspectives rein-
force the broader understanding that sustainable peace and security
require long-term institutional and societal resilience.
The diversity of subjects represented in this volume also reflects

the remarkable breadth of contemporary legal education and research.
Legal scholarship today extends well beyond courts and legislation
into areas such as governance, technology, international relations,
environmental science, economics, business regulation, healthcare,
education, and social policy. This interdisciplinary expansion enriches
legal discourse while enabling scholars to address emerging challenges
with greater intellectual sophistication. It is encouraging to observe
that the contributors have engaged with these developments through
thoughtful analysis, critical reflection, and constructive recommenda-
tions rather than merely descriptive accounts of existing law.
An equally important contribution of this volume is its encourage-

ment of future research. Many of the issues discussed remain works
in progress. Artificial intelligence, digital regulation, climate gover-
nance, prison reforms, data protection, algorithmic accountability, reli-
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gious autonomy, competition in digital markets, and constitutional gov-
ernance will undoubtedly continue to evolve over the coming decades.
Legislative reforms will require continuous evaluation, judicial inter-
pretations will further refine legal doctrines, and technological innova-
tions will generate entirely new regulatory questions. Consequently,
the discussions contained in this volume should be viewed not as final
conclusions but as contributions to an ongoing scholarly conversation
regarding the future direction of Indian law.
The editors deserve special appreciation for bringing together a di-

verse range of contributions that collectively present a coherent picture
of contemporary legal developments. Editing a multidisciplinary legal
volume requires careful academic judgment, thematic coherence, and
intellectual vision. By selecting topics of significant contemporary rele-
vance and encouraging analytical scholarship, the editors have created
a resource that will remain valuable for students, researchers, legal
practitioners, judges, policymakers, and academicians alike.
Ultimately, this book reinforces a simple yet profound truth: the

strength of any legal system depends not merely upon the quality of
its legislation or the authority of its institutions but upon its ability to
uphold constitutional values while responding effectively to changing
societal needs. Lawmust continuously evolve to address emerging chal-
lenges, yet it must do so without compromising the principles of justice,
fairness, accountability, human dignity, and the rule of law. The chap-
ters contained in this volume collectively affirm that legal scholarship
plays an indispensable role in achieving this balance.
It is sincerely hoped that the ideas, analyses, and recommendations

presented in this collection will inspire further research, stimulate in-
formed policy discussions, support progressive legal reforms, and con-
tribute to strengthening India's constitutional democracy. More impor-
tantly, this volume aspires to encourage a deeper understanding of law
not merely as a body of rules, but as a living instrument of justice that
shapes institutions, protects rights, advances social welfare, and pro-
motes the collective aspirations of a democratic society.
As India continues its constitutional journey through an era of rapid

transformation, legal scholarship of this nature will remain essential in
ensuring that the law evolves with wisdom, foresight, inclusivity, and
an unwavering commitment to the ideals enshrined in the Constitution.
This volume represents one meaningful contribution towards that en-
during endeavour.

Prof. (Dr.) T. R. Subramanya
Dr. Vidya Selvamony, Advocate
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